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HIGH COURT DENIES CERT 

IN MUSIC DOWNLOAD CASE   
 On May 21, the U.S. Supreme Court declined 

to review Sony BMG Music Entertainment v. Tenen-

baum, 660 F. 3d 487 (1st Cir. 2011), the second file

-sharing case to go to verdict in the Recording Indus-

try of America’s anti-downloading litigation cam-

paign.  The recording companies sued Joel Tenen-

baum, then a student, for copyright infringement for 

the downloading of 31 music recordings via file-

sharing software Kazaa.  A jury found Tenenbaum’s 

actions willful and awarded statutory damages of 

$675,000, but the U.S. District Court for the District 

of Massachusetts reduced the damages by a factor 

of 10 to $67,500, finding the statutory damages 

violated due process.  Both parties appealed.  The 

First Circuit Court of Appeal affirmed the finding of 

liability against Tenenbaum but found that the dis-
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trict court erred by ruling on the constitutionality of 

the jury award of damages before considering 

whether it should be reduced by common law remit-

tur.    

The court reinstated the original damages award 

and remanded the case for consideration of the re-

mittur question.  Tenenbaum filed a petition for re-

hearing, which was denied.  He then filed a petition 

for certiorari, which the Supreme Court declined to 

hear.  Tenenbaum’s only option at this juncture is 

with the district court decision as to whether to re-

duce the award via remittur.         

 

ATTORNEYS GENERAL 

FIGHTING CYBERCRIME 
 

ARKANSAS 

 Attorney General Dustin McDaniel’s agents 

arrested David Watson on 20 counts of possession 

of child pornography, a Class C felony. Special Agent 

Chad Meli of Attorney General McDaniel’s Office be-

gan investigating Watson after suspecting that child 

pornography would be found at Watson’s address.  

Agents executed a search warrant at his address 

and found multiple images of child pornography on 

Watson’s laptop, to which Watson admitted.  The 

images and other electronic evidence were seized 

and will be analyzed at the Cyber Crimes Unit Foren-

sic Lab. The Boone County Sheriff’s Office participat-

ed in the investigation and arrest.    

 

CALIFORNIA 

 Attorney General Kamala Harris announced 

that Facebook became the seventh company to sign 

the Joint Statement of Principles to strengthen priva-

cy protections to consumers who use online applica-

tions on their smartphones, tablets and other devic-

es.  The agreement extends the reach of the State’s 

privacy protections beyond mobile apps to include 

social apps in Facebook’s app center.    

 

DELAWARE 

 Attorney General Beau Biden announced 

that the Delaware Child Predator Task Force and a 

Delaware State Police trooper arrested Tyler 

Hroncich on 25 counts of dealing in child pornogra-

phy.  The case was referred by the Pennsylvania In-

ternet Crimes Against Children Task Force which, 

during an online undercover investigation into the 

distribution of child pornography, identified an Inter-

net user at Hroncich’s address engaged in illegal 

activity. Delaware Task Force personnel executed a 

search warrant at Hroncich’s residence, and an ini-

tial forensic preview of a laptop and other digital 

media seized from the residence revealed numerous 

images of child pornography.   

 

ILLINOIS 

 Attorney General Lisa Madigan’s investiga-

tors arrested Scott Fink, who is charged with six 

counts of aggravated child pornography, each a 

Class 2 felony punishable by three to seven years in 

prison.  The Rockford Police Department, the FBI, 

the U.S. Postal Inspection Service and the Winneba-

go County State’s Attorney’s Office assisted with the 

arrest. The arrest was part of Attorney General Madi-

gan’s Operation Glass House, an initiative to appre-

hend child pornographers.    

 

KENTUCKY 

 Attorney General Jack Conway joined Kerry 

Harvey, U.S. Attorney for the Eastern District of Ken-

tucky, and Perrye Turner, Special Agent in Charge, 

FBI, to announce the sentencing of Dale Chisena, a 

retired Florida teacher who was the subject of a Cy-

bercrimes sting operation.  Chisena was found guilty 

of engaging in interstate travel to engage in sex with 
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a person under 12 years of age.  Chisena engaged 

in online chats with what he thought was the mother 

of two underage girls, but was actually one of Attor-

ney General Conway’s cybercrimes investigators.  He 

was arrested at the airport as he arrived from Flori-

da, and later detailed his intentions to engage in sex 

in the plea agreement.  The investigation was con-

ducted by Attorney General Conway’s Office and the 

FBI.     

 

LOUISIANA 

 Attorney General Buddy Caldwell announced 

that Renan Vappie, Sr. was arrested and charged 

with 100 counts of pornography involving juveniles.  

The arrest was part of a joint investigation involving 

Attorney General Caldwell’s High Technology Crime 

and Fugitive Apprehension Units, Homeland Security 

Investigations, the FBI, the Sidell Police Department 

and the St. Tammany Parish Sheriff’s Office.    

 

MARYLAND 

 Attorney General Douglas Gansler, newly 

elected 105th President of NAAG, announced that 

“Privacy in the Digital Age” will be his yearlong Presi-

dential Initiative.  According to Attorney General 

Gansler’s Office, developments in technology and 

enterprise have created new privacy risks for corpo-

rations and individuals.  Attorney General Gansler’s 

initiative will “explore the best ways to manage 

those risks – from geo-location tracking to cyberbul-

lying, from data collection to data breaches – bring-

ing the energy and legal weight of this organization 

to investigate, educate and take steps necessary to 

ensure that the Internet’s major players protect 

online privacy and provide meaningful options for 

privacy control, while continuing to enhance our 

lives and our economy.”    

 

 

MICHIGAN 

 Attorney General Bill Schuette’s Criminal Di-

vision charged Michael Smith, a former police of-

ficer, with 20 counts for the alleged possession and 

distribution of child pornography.  The charges re-

sulted from an investigation by Attorney General 

Schuette’s Office, the State Police and members of 

the Flint area Internet Crimes Against Children 

(ICAC) Task Force. Smith allegedly downloaded child 

pornography on his personal home computer and 

then distributed pornographic images to other users 

through a public Internet file-sharing network.  

Those images were discovered during an online in-

vestigation by the Flint ICAC Task Force.  The charg-

es against Smith include 15 counts of Possession of 

Child Sexually Abusive Materials, a felony punisha-

ble by up to four years in prison; two counts of Distri-

bution of Child Sexually Abusive Material, a felony 

punishable by up to seven years in prison; and three 

counts of Using a Computer to Commit a Crime, a 

felony punishable by up to seven years in prison 

based on the underlying felonies.      

 

MISSISSIPPI 

 Attorney General Jim Hood announced the 

sentencing of Sean Rowell after Rowell pled guilty to 

one count of possession of child pornography and 

one count of gratification of lust.  On the gratifica-

tion charge, Rowell was sentenced to 10 years im-

prisonment and must pay a $1,000 fine. On the 

child pornography charge, Rowell was sentenced to 

30 years imprisonment, 30 years suspended and 

five years post release supervision to run consecu-

tively with the gratification sentence, as well as a 

$1,000 fine.  The case was investigated by Crystal 

Tillman and prosecuted by Special Assistant Attor-

ney General Marvin Sanders of Attorney General 

Hood’s Public Integrity Division.   

 

 



CYBERCRIME NEWSLETTER  MAY-JUNE 2012 

4 

NEW JERSEY 

 Attorney General Jeffrey Chiesa and the 

State Division of Consumer Affairs filed suit in feder-

al court against 24x7digital, LLC, a Los Angeles-

based mobile app developer whose educational 

games allegedly collect personal information from 

children and transmit the information to a third party 

company without notifying parents or obtaining their 

consent.  The company is the developer and opera-

tor of the “Teach Me” series of apps for the iPhone, 

iPad and iPod Touch.  Attorney General Chiesa alleg-

es that 24x7digital’s collection and transmission of 

the information to a third party, without providing 

notification of this policy on its website or obtaining 

parental consent, violates the federal Children’s 

Online Privacy Protection Act (COPPA).             

 

NEW MEXICO 

 Attorney General Gary King’s Office is prose-

cuting Thomas Dolphus, an admitted child pornogra-

phy collector, on charges including 14 counts of 

manufacturing child pornography, a second degree 

felony, and 45 counts of possession of child pornog-

raphy, a fourth degree felony.  Dolphus admitted to 

manufacturing child sexual abuse files and was ar-

rested.       

 

OHIO 

 Attorney General Mike DeWine’s Office will 

host regional community fraud forums to discuss 

how state constituents can work together to fight 

fraud.  Forums have been scheduled in Dayton, Cin-

cinnati, Toledo and Columbus, with each forum to 

include a moderated panel discussion for all at-

tendees, followed by special workshops for law en-

forcement, small businesses and social workers or 

other caretakers.  Continuing education credit will 

be available for social workers and crime prevention 

officers.  The forums compliment the new cyber 

fraud law which gives Attorney General DeWine’s 

Office the authority to subpoena phone records, IP 

addresses and payment information in suspected 

cyber fraud cases.     

 

PENNSYLVANIA 

 Attorney General Linda Kelly’s Child Predator 

Unit agents arrested Jeffrey Mentzer, who is ac-

cused of sending sexually explicit webcam videos to 

what he believed was a 14-year-old girl but was ac-

tually a Unit undercover agent.  Mentzer is charged 

with two counts of unlawful contact with a minor 

and one count of criminal use of a communications 

facility, all third-degree felonies which are each pun-

ishable by up to seven years in prison and $15,000 

fines.  The Vandergrift Police Department assisted 

with the arrest.  The case will be prosecuted by Dep-

uty Attorney General Christopher Jones of the Unit.          

 

SOUTH CAROLINA 

 Attorney General Alan Wilson announced 

that the City of Anderson Police Department, a mem-

ber of the state Internet Crimes Against Children 

Task Force, arrested Michael Noah on child pornog-

raphy charges.  The Anderson County Police Depart-

ment assisted with the arrest.  Noah is charged with 

10 counts of Sexual Exploitation of a Minor, 3 rd De-

gree, a felony offense punishable by up to 10 years 

imprisonment on each count.  Attorney General Wil-

son’s Office will prosecute the case.      

 

TEXAS 

 Attorney General Greg Abbott’s Cyber Crimes 

Unit arrested Richard Kaiser for online solicitation of 

a minor.  According to state investigators, Kaiser 

posted an advertisement on Craigslist seeking a dis-

creet meeting with a male under 21 years of age.  

When a person who Kaiser believed to be a 13-year-

old boy responded to the ad, Kaiser sexually propo-
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sitioned him and arranged a meeting.  The “boy” 

was actually an undercover police officer with the 

Unit.  When Kaiser arrived at the meeting location, 

he was arrested, and both of his cell phones were 

confiscated for forensic analysis.  Unit investigators 

also conducted a search of Kaiser’s hotel room and 

confiscated his laptop,  Kaiser faces a third-degree 

felony count of online solicitation of a minor punish-

able by two to 10 years in prison and up to a 

$10,000 fine.      

 

UTAH 

 Attorney General Mark Shurtleff announced 

that Darin Casper, an Ohio daycare center operator, 

was indicted for allegedly making child pornography 

after an investigation by the Utah Internet Crimes 

Against Children (ICAC)Task Force.  Casper pleaded 

not guilty to 150 counts of sexual crimes against 

children. The Ohio ICAC Task Force seized comput-

ers and other electronic equipment at the daycare 

center, which is also Casper’s home, and a prelimi-

nary examination found approximately 1,500 child 

pornography videos and images.  They are trying to 

identify the children in the images.  The investiga-

tion also led to the arrest of Dino Prste of Utah who 

has been charged by Attorney General Shurtleff’s 

Office with 20 counts of sexual exploitation of a mi-

nor.      

 

VIRGINIA 

 Attorney General Ken Cuccinelli joined Neil 

MacBride, U.S. Attorney for the Eastern District of 

Virginia; Colonel David Rohrer, Fairfax County Chief 

of Police; and Ronald Hasko, Special Agent in 

Charge of the FBI’s Washington Field Office Criminal 

Division, to announce that Donyel Dove, aka 

“Bleek,” and Henock Ghile, aka “Knots,” both asso-

ciated with the Underground Gangster Crips (UGC), 

pled guilty to participating in a prostitution business 

that recruited and trafficked high school girls.  The 

charge, sex trafficking of a juvenile, carries a man-

datory minimum penalty of 10 years imprisonment 

and a maximum penalty of life imprisonment.  Ac-

cording to the plea agreement, advertisements were 

placed on Backpage.com to solicit customers for 

prostitution.  The case was investigated by the Fair-

fax County Police Department and the FBI Washing-

ton Field Office, with assistance from the Northern 

Virginia Human Trafficking Task Force.  Special As-

sistant U.S. Attorney Marc Birnbaum from Attorney 

General Cuccinelli’s Office and AUSA Inayat Delawa-

la are prosecuting the case.        

 

IN THE COURTS 

 

FOURTH AMENDMENT: TEXT MESSAG-

ES 

State v. Young, 2012 Ohio App. LEXIS 1456 

(April 13, 2012).  The Ohio Court of Appeals, Sixth 

Appellate District, found that defendant had no 

standing to seek suppression of his text messages.  

Robert Young was suspected of involvement with a 

missing girl, and police obtained his cell phone rec-

ords, including the content of his text messages, 

from the provider.  Police also obtained the girl’s cell 

phone records with her mother’s consent.  After the 

girl was found, Young was charged with obstructing 

official business because he had given false infor-

mation to the police. Young moved to suppress the 

cell phone records obtained without a warrant.  The 

municipal court granted the motion in part, sup-

pressing the text messages on Young’s cell phone 

but not those on the girl’s cell phone, obtained with 

her mother’s consent.  Young pled no contest and 

was sentenced. Young then appealed, arguing that 

the evidence against him was obtained through an 

unreasonable seizure of text messages.  The appel-

late court, however, affirmed, finding Young was not 

the aggrieved party and had no expectation of priva-

cy in the girl’s cell phone records and, thus, no 
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standing.       

 

POSSESSION OF CHILD PORNOGRA-

PHY:  SUFFICIENCY OF EVIDENCE     

Wise v. State, 2012 Tex. Crim. App. LEXIS 633 

(April 25, 2012).  The Texas Court of Criminal Ap-

peals found that the appellate court misapplied the 

standard of review for sufficiency of evidence.  The 

Second Court of Appeals held that the evidence was 

insufficient to support Jeffrey Wise’s conviction for 

10 counts of possession of child pornography based 

on pornographic images of children found in the free 

space of his computer, and the State appealed.  The 

Court of Criminal Appeals held that a jury could have 

reasonably rejected Wise’s claims that the images 

were due to a virus or former computer owner and 

instead determined that Wise had a history of and 

present sexual attraction to children, and that he 

intended to possess the images found in the free 

space.  The court said the jury could have inferred 

from Wise’s possession of temporary Internet files 

referring to “young porn” and “teen sex” that he 

knowingly and intentionally had possession of other 

child pornography.  The judgment was reversed and 

the trial court’s judgment was affirmed.       

 

CACHED CHILD PORNOGRAPHY:  

PROOF OF POSSESSION    

The People v. Kent, 2012 NY Slip Op 3572 (May 

8, 2012).  The New York Court of Appeals found that 

defendant did not possess images of child pornogra-

phy because there was no evidence he had down-

loaded or otherwise manipulated or controlled them.  

Images of child pornography were found to have 

been stored or cached on the hard drive of James 

Kent’s work computer, although there was no evi-

dence that he knew the images would be automati-

cally cached without any action on his part.  Kent 

was convicted after a bench trial of promoting and 

possessing child pornography.  He appealed; the 

Supreme Court Appellate Division, Second Depart-

ment, affirmed, and he again appealed.  The Court 

of Appeals held that evidence of the existence of 

cached images of child pornography on Kent’s com-

puter, without more, was insufficient to prove that 

Kent procured or possessed them.  The court said 

that since there was no evidence that Kent down-

loaded, saved, printed or otherwise manipulated or 

controlled a web page containing child pornography 

images while it was on his computer screen, the evi-

dence that he had accessed the site was insufficient 

to convict him of promoting or possessing child por-

nography.  The conviction was reversed. 

 

FIRST AMENDMENT:  AUDIO RECORD-

ING OF CONVERSATION   

ACLU of Illinois v. Alvarez, 2012 U.S. App. 9303 

(7th Cir. May 8, 2012).  The Seventh Circuit Court of 

Appeals found the Illinois eavesdropping statute vio-

lated the First Amendment.  The Illinois eavesdrop-

ping statute makes it a felony to audio record any 

part of a conversation unless all parties consent.  It 

is elevated to a class 1 felony, with a possible prison 

term of four to 15 years, if a recorded individual is 

performing duties as a law enforcement officer.  The 

ACLU of Illinois sought declaratory and injunctive 

relief in the U.S. District Court for the Northern Dis-

trict of Illinois as applied to open audio recording of 

police officers performing their official duties in pub-

lic. The district court held that the First Amendment 

did not protect the right to audio record, and the 

ACLU appealed.  The Seventh Circuit, however, 

found that the ACLU’s complaint alleged a First 

Amendment injury, in that the eavesdropping stat-

ute restricted a medium of expression commonly 

used for the preservation of information and ideas.  

The State relied upon the government’s interest in 

protecting conversational privacy, but the court 

found that interest was not implicated when police 

officers were performing their duties in public plac-

es and engaging in public communications which 
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could be heard by anyone nearby.  The court found 

that the eavesdropping statute restricted far more 

speech than necessary and reversed, remanding the 

case with instructions to grant a preliminary injunc-

tion enjoining enforcement of the statute. 

 

WIRETAP ACT:  INDIVIDUALS LOCATED 

OUTSIDE OF THE STATE   

State v. Ates, 2012 N.J. Super. LEXIS 77 (May 

17, 2012).  The Superior Court of New Jersey, Appel-

late Division, ruled that the trial court properly ad-

mitted the wiretap evidence.  Edward Ates was con-

victed of first degree murder in New Jersey Superior 

Court, Bergen County, and appealed, challenging the 

constitutionality of the New Jersey Wiretapping and 

Electronic Surveillance Control Act.  He argued that 

the Act was unconstitutional because it permitted 

the interception of telephone calls between individu-

als located entirely out of State.  The New Jersey 

Superior Court, Appellate Division, disagreed, hold-

ing that no constitutional infirmity exists in permit-

ting the interception of telephone calls between in-

dividuals located out of state as long as the listen-

ing post is located in New Jersey. Therefore, the 

wiretap evidence of telephone calls between individ-

uals in Florida and Louisiana that were relevant to 

the case was properly admitted because the listen-

ing post was in the State.  Ates’ conviction was af-

firmed.    

 

POSSESSION OF CHILD PORNOGRA-

PHY:  DOUBLE JEOPARDY  

State v. Liberty, 2012 Mo. LEXIS 104 (May 29, 

2012).  The Missouri Supreme Court found that de-

fendant’s multiple convictions for possession of 

child pornography violated his double jeopardy 

rights. David Liberty appealed on grounds of insuffi-

ciency of evidence his conviction on one felony 

count of first degree promoting child pornography 

and eight felony counts of possession of child por-

nography.  The Missouri Supreme Court found there 

was sufficient evidence to support his conviction on 

promoting child pornography due to the clear infer-

ence from the text of his post on a pedophile web-

site that he was describing physical contact with 

three children.  The court also found sufficient evi-

dence to support one of Liberty’s convictions for 

possession of child pornography because the imag-

es depicted sexual conduct.  However, the court also 

found that Liberty’s double jeopardy rights were vio-

lated by the entry of eight separate convictions for 

possession of child pornography because they were 

all based on possession of still images – the same 

type of item.  The court found that the 2008 amend-

ment to Mo. Rev. Stat. § 573.037 could only be read 

as the legislature’s intent to allow only a single con-

viction for such conduct.  Liberty’s conviction for pro-

moting child pornography and one of his convictions 

for possession of child pornography were affirmed.  

The remaining convictions were reversed, and the 

case remanded.   

 

EXPECTATION OF PRIVACY:  CELL 

PHONE NUMBER            

State v. DeFranco, 2012 N.J. Super. LEXIS 92 

(June 8, 2012).  The Superior Court of New Jersey, 

Appellate Division, concluded that defendant did not 

have a reasonable expectation of privacy in his cell 

phone number.  Patrick DeFranco, a school teacher, 

was charged with first-degree aggravated sexual as-

sault, second-degree sexual assault and third-

degree endangering the welfare of a child.  He 

moved to suppress evidence of a cell phone conver-

sation he had with the victim, a former student.  The 

Superior Court denied the motion, and DeFranco 

appealed, arguing he had a reasonable expectation 

of privacy in his cell phone number.  The Superior 

Court Appellate Division found otherwise, noting that 

DeFranco had given his prior cell phone number to 

the student and, further, that DeFranco had given 

the number to the school for inclusion in the staff 
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directory and to numerous parents and students on 

a school trip that he chaperoned.  The court found 

that the police acted reasonably in requesting the 

number from the school and that the school acted 

reasonably in disclosing the number to the police.  

The court affirmed the order on the motion. 

Ed. Note:  Steven Yomtov, Deputy Attorney General in the 

New Jersey Attorney General’s Office, argued the case for the 

State. 

 

JURY INSTRUCTION:  ENTRAPMENT  

DEFENSE    

U.S. v. Shinn, 2012 U.S. App. LEXIS 11863 (8th 

Cir. June 12, 2012).  The Eighth Circuit Court of Ap-

peal found that the district court did not err in deny-

ing defendant’s requested entrapment defense in-

struction.  Carl Shinn engaged in a sexually explicit 

chat room conversation with what he believed to be 

a 14-year-old girl, but was actually a law enforce-

ment officer.  He was arrested when he traveled to 

meet the “girl” and later convicted in the U.S. Dis-

trict Court for the Southern District of Iowa of one 

count of attempting to induce a child to engage in 

criminal sexual activities.  The court sentenced 

Shinn to 63 months’ imprisonment.  He appealed, 

arguing that the district court erred in denying his 

proffered jury instruction on the defense of entrap-

ment.  The Eighth Circuit disagreed, finding that the 

evidence showed that Shinn initiated the first five 

chats with the undercover officer and that the chats 

provided an opportunity, but not the idea for Shinn 

to commit the crime.  The court found that Shinn’s 

actions in traveling more than two hours to the des-

ignated motel constituted a substantial step toward 

committing the offense.  The conviction and sen-

tence were affirmed.        

 

 

 

 

FOURTH AMENDMENT:   

PARTICULARITY    

U.S. v. Triplett, 2012 U.S. App. LEXIS 11987 (5th 

Cir. June 13, 2012).  The Fifth Circuit Court of Ap-

peals determined that a reasonably well-trained of-

ficer could have concluded that the warrant satis-

fied Fourth Amendment particularity.  Robert Triplett 

reported that his stepdaughter was missing, and 

authorities obtained a search warrant to search his 

house.  Police discovered several images that they 

believed to be child pornography on a laptop hard 

drive, so they discontinued their search of the com-

puter and obtained another warrant to search the 

computer. With the second warrant, police found 

additional images of child pornography and arrested 

Triplett.  He pled guilty under a plea agreement to 

knowing possession of a computer containing imag-

es of child pornography that had been shipped in 

interstate commerce.  Triplett then appealed, argu-

ing that the terms “electronic devices” and 

“electronic memory devices” in the warrant were too 

open-ended to limit police officers’ discretion to only 

those objects lawfully seized.  The Fifth Circuit disa-

greed, finding that the warrant informed the officers 

that the proper electronic memory devices were 

those on which information on the missing person’s 

location could be preserved, and those terms were 

among a list of other items to be seized that were 

described in greater detail.  The court also found 

that the initial search of the computer was not too 

comprehensive before a second warrant for the 

computer was obtained.  The court affirmed the de-

cision. 
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CYBER NEWS BRIEFS 
 

BLOG: FEDERAL COURTS OFTEN CIT-

ING WIKIPEDIA 

 Federal appeals courts cited Wikipedia about 

95 times in the last five years, according to a search 

by the Wall Street Journal Law Blog.  The Law Blog 

tallied the number of Wikipedia cites since 2007, 

and did not include secondary cites in which the ap-

peals courts referred to a Wikipedia cite by a lower 

court or party’s brief.  The Chicago-based Seventh 

Circuit Court of Appeals cited Wikipedia 36 times, 

more than any other court.  In second place was the 

San Francisco-based Ninth Circuit Court of Appeals, 

which cited Wikipedia 17 times.  The U.S. Supreme 

Court did not cite Wikipedia.  The full article can be 

a c c e s s e d  a t  h t t p : / / b l o g s . w s j . c o m /

law/2012/04/23/which-federal-appeals-court-cites-

wikepedia-most. 

  

THREAT REPORT:  CYBER ATTACKS 

RISE 81%  

 The number of malicious cyber attacks in-

creased by 81 percent in 2011, according to Syman-

tec’s annual Internet Security Threat Report.  Over-

all, Symantec blocked 5.5 billion malicious attacks 

last year, identifying 403 million unique malware 

variants, and the number of Internet attacks 

blocked on a daily basis rose by 36 percent.  Mobile 

vulnerabilities increased by 93 percent in 2011, 

with Android phones as a frequent target.  Symantec 

noted that about 58 percent of the attacks were 

made on law profile targets, such as human re-

sources, public relations and sales, because they 

are easier to identify online.  Approximately 1.1 mil-

lion identities were stolen per data breach last year.  

Hackers alone exposed about 187 million identities, 

although lost devices containing personal infor-

mation were the most frequent cause of data 

breaches.  Lost or stolen smartphones, USB keys or 

backup devices exposed 18.5 million identities.  The 

full report may be accessed at http://

www.symantec.com/threatreport/topic.jsp. 

 

 And see… 

 

REPORT:  STATES CONCERNED ABOUT 

CYBERATTACKS 

 The National Preparedness Report, commis-

sioned by President Obama and conducted by the 

Federal Emergency Management Agency, found that 

cybersecurity “was the single core capability where 

states had made the least amount of overall pro-

gress,” with only 42 percent of state and local offi-

cials believing that their response was adequate. 

Although more than 80 percent of officials said they 

had adopted measures to address the issue, 45 per-

cent said they had no formal program to prevent and 

respond to attacks. About two-thirds of those offi-

cials reported that they had not updated their infor-

mation security or disaster recovery plans in at least 

two years.  The report did cite the Secret Service for 

dismantling some of the largest cybercriminal organ-

izations.  The report also noted that almost two-

thirds of U.S. companies had sustained cyber at-

tacks, and that “only fifty percent of owners and op-

erators at high-priority facilities,” such as electrical 

grids, had reported such attacks.  The report may be 

accessed at http://www.fema.gov/l ibrary/

viewRecord.do?id-5914. 

 

 And still more… 

 

REPORT:  CORPORATE BOARDS CLUE-

LESS ON CYBERSECURITY 

 The Governance of Enterprise Security: 

CyLab 2012 Report by Carnegie Mellon Labs exam-

ines how boards of directors and senior manage-

ment are managing cyber risks and privacy.  Alt-

http://blogs.wsj.com/law/2012/04/23/which-federal-appeals-court-cites-wikepedia-most
http://blogs.wsj.com/law/2012/04/23/which-federal-appeals-court-cites-wikepedia-most
http://blogs.wsj.com/law/2012/04/23/which-federal-appeals-court-cites-wikepedia-most
http://www.symantec.com/threatreport/topic.jsp
http://www.symantec.com/threatreport/topic.jsp
http://www.fema.gov/library/viewRecord.do?id-5914
http://www.fema.gov/library/viewRecord.do?id-5914
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hough Carnegie Mellon conducted two previous re-

ports, this report represents the first global survey 

on these issues and the first comparison on these 

issues by industry sector.  These cross-sector com-

parisons highlight the need for corporations to place 

cybersecurity and privacy on the forefront of their 

boards’ agendas and place greater emphasis by sen-

ior management on protecting their organizations’ 

data, software programs and networks.  More about 

the report can be accessed at http://www.rsa.com/

innovation/docs/CMU-GOVERNANCE-RPT-2012-

FINAL.pdf. 

 

GEORGIA TO TEST REMOTE INTER-

PRETERS 

 The Georgia Administrative Office of the 

Courts (AOC) is preparing to launch a remote inter-

preter program that will use a combination of video, 

Internet and wireless technology to provide certified 

interpreters to rural courts with limited access to in-

person translators.  The AOC hopes to operate in two 

judicial circuits outside of metropolitan Atlanta.  The 

state General Assembly approved $20,000 in the 

current budget for the program’s startup costs and 

another $45,760 for the 2013 fiscal year to pay cer-

tified interpreters who participate in the project.  

The project is likely to run for one year, but if it 

proves to save money and provides effective ser-

vices, the AOC may seek additional funds.  The pro-

gram arose to help state courts comply with a 2010 

U.S. Department of Justice order that they provide 

all non-English speaking parties in civil, criminal or 

administrative court proceedings with foreign lan-

guage interpreters free of charge.   

 

WASHINGTON U. LAUNCHES ONLINE 

LLM PROGRAM 

 Washington University in St. Louis School of 

Law will begin an online LL.M. program in January 

2013 which will allow foreign lawyers to complete a 

master’s degree in U.S. law from their home country.  

The school already offers a traditional LL.M. pro-

gram in U.S. law requiring classroom attendance.  

The American Bar Association (ABA) limits J.D. pro-

grams to 12 credit hours of course work via online 

education, but there is no restriction for LL.M. pro-

grams, which have little ABA oversight.  Other 

schools with online LL.M. programs for foreign law-

yers include Florida Coastal School of Law, Universi-

ty of Alabama School of Law, Boston University 

School of Law, Loyola University Chicago School of 

Law, New York University School of Law, Southwest-

ern Law School and Vermont Law School.  Tuition for 

the Washington University online LL.M. program is 

$48,000, the same as the school’s in-residence 

LL.M. program. 

 

DATABASE COMPUTES LAW SCHOOL 

GRAD STATISTICS  

 Law School Transparency unveiled its new 

database of law school-specific statistics on post-

graduation employment and salaries, tuition rates 

and student loan debts.  The data is based on infor-

mation law schools have reported to the American 

Bar Association (ABA), U.S. News & World Report, 

the National Association for Law Placement (NALP) 

and their own websites about their classes of 2010, 

the most recent year for which data is available.  For 

each ABA-accredited law school, the database cap-

tures employment statistics; charts analyzing the 

percentage of graduates in lawyer and non-lawyer 

jobs; graphs detailing long-term vs. short-term jobs; 

maps highlighting states with the largest percentage 

of graduates with jobs; salary analyses; and the jobs 

reports schools submitted to the ABA and NALP.  

Law School Transparency also calculated an 

“employment score” for each school, as well as an 

“under-employment score,” showing the percentage 

of unemployed graduates.  The database also in-

cludes tuition and a total debt projection for the 

classes of 2015 and 2016.  The full report can be 

accessed at: 

http://www.rsa.com/innovation/docs/CMU-GOVERNANCE-RPT-2012-FINAL.pdf
http://www.rsa.com/innovation/docs/CMU-GOVERNANCE-RPT-2012-FINAL.pdf
http://www.rsa.com/innovation/docs/CMU-GOVERNANCE-RPT-2012-FINAL.pdf
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http://www.lawschooltransparency.com. 

 

E-FILING PROPOSED FOR N.Y. CRIMI-

NAL, FAMILY COURTS 

 Legislation authorizing a three-year pilot pro-

gram for e-filing in New York criminal and family 

courts has been sent to the Legislature, along with 

two reports on e-filing issued by the chief adminis-

trative judge.  The report on criminal courts pro-

posed that the chief administrative judge be author-

ized to make rules for voluntary e-filing, with the ap-

proval of the Administrative Board of Courts, in Su-

preme Court criminal cases.  It further recommend-

ed mandatory e-filing in Supreme Courts in up to six 

counties, with the consent of the local district attor-

ney, criminal defense bar and county clerks.  It rec-

ommended that e-filing should not be authorized in 

lower-level criminal courts.  The report on family 

courts also proposed voluntary e-filing in all family 

courts, with mandatory e-filing in juvenile delinquen-

cy and abuse and neglect cases in up to six coun-

ties.  Attorneys in both courts could opt out of e-

filing by completing forms representing that they do 

not have the hardware needed to comply.  Unrepre-

sented parties would also be exempted.  The pro-

posed pilot program would expire in 2015, at which 

point the chief administrative judge would present a 

progress report to the Legislature.  The report on 

criminal courts may be accessed at: 

 http://www.courts.state.ny.us/publications/

pdfs/efile_criminal_report april19.pdf.  

The report on family courts may be accessed at 

http://www.courts.state.ny.us/publications/pdfs/

efile_familycourt_final_web.pdf. 

 

 And more e-filing news… 

 

 

 

 

 

DC FEDERAL COURT TO REQUIRE  

E-FILING 

 As of July 1, the U.S. District Court for the 

District of Columbia will make e-filing mandatory to 

open new cases.  The e-filing system has been in 

place on a voluntary basis since March.  Under the 

new system, members of the D.C. federal court bar 

will be able to file civil complaints 24 hours a day, 

seven days a week.  The court has held in-court 

training sessions, posted tutorials online and ar-

ranged in-house training for some larger firms.  Cas-

es will still be randomly assigned to judges, regard-

less of what time of day they are filed.  Emergency 

matters will still have to be filed on paper.  Pro se 

prisoners and other self-represented litigants will be 

exempt from the e-filing rules.  

 And see even more e-filing news… 

 

E-FILING TO BE MANDATORY IN  

FLORIDA 

 The Florida Supreme Court has established a 

phased schedule for mandatory e-filing in all state 

courts by October 2013.  E-filing will begin in the 

Supreme Court and the district courts of appeal by 

October 1, 2012, although clerks will not have to 

transmit files electronically until January 1, 2013.  

Effective April 1, 2013, clerks will take electronic 

documents only in the civil, probate, small claims 

and family law divisions and in appeals from these 

categories in the circuit courts.  The rule exempts 

pro se litigants and nonparty public agencies.  For 

criminal, traffic and juvenile divisions, e-filing re-

quirements begin October 1, 2013.   

             

ADMINISTRATION TO PROVIDE SER-

VICES ON MOBILE PHONES  

 President Obama issued a directive requiring 

each major federal agency to make two key govern-

ment services available on mobile phones within the 

http://www.lawschooltransparency.com
http://www.courts.state.ny.us/publications/pdfs/efile_criminal_report%20april19.pdf.%20
http://www.courts.state.ny.us/publications/pdfs/efile_criminal_report%20april19.pdf.%20
http://www.courts.state.ny.us/publications/pdfs/efile_familycourt_final_web.pdf
http://www.courts.state.ny.us/publications/pdfs/efile_familycourt_final_web.pdf
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next 12 months.  In conjunction with the launch of 

this digital strategy, a new Presidential Innovative 

Fellows program, http://www.whitehouse.gov/

innvoationfellows was launched.  This program will 

bring in top non-government innovators for focused 

“tours of duty” to work with their federal counter-

parts on creative new projects.  Among the projects 

the Fellows will tackle are plans to make govern-

ment information about health, education, energy, 

safety and personal finance more accessible.  The 

directive on mobile phones can be accessed at 

http://www.whitehouse.gov/sites/default/files/

uploads/2012digital_mem_rel.pdf. 

 

FLORIDA BANS JUROR USE OF SOCIAL 

MEDIA, ELECTRONIC DEVICES 

 The Florida Supreme Court banned jurors 

from using electronic devices or social media to talk 

about their cases.  The detailed opinion adopts the 

report of the court’s Committee on Standard Jury 

Instructions in Criminal Cases, which builds on 

broad juror instructions prohibiting the use of social 

media.  Trial judges must now tell jurors they “must 

not use electronic devices or computers to talk 

about this case, including tweeting, texting, blog-

ging, emailing, posting information on a website or 

chat room or any other means at all,” before jury 

instructions and again when the case is submitted 

to the jury for deliberations, according to the opin-

ion.    

 

 And see more on social media… 

 

NYC BAR: LAWYER CAN LOOK UP JU-

RORS ON SOCIAL MEDIA 

 Attorneys can use social media to learn 

about potential jurors as long as they do not com-

municate with them, according to a new ethics opin-

ion issued by the New York City Bar.  The formal 

opinion, entitled “Jury Research and Social Media,” 

notes that “communication” includes any message 

sent to a juror via social media as well as sending a 

“friend” request.  Attorneys are also prohibited from 

pretending to be someone else on social media in 

order to gain access to information about a juror 

that is not public.  Additionally, if an attorney or a 

person working on the lawyer’s behalf inadvertently 

communicates with a juror on a social media site, 

the court must be notified.  The full opinion may be 

accessed at http://www.nycbar.org/ethics/ethics-

opinions-local/2012opinions/1479-formal-opnions-

2012-02. 

 

ICANN RELEASES LIST OF DOMAIN 

SEEKERS 

 The International Corporation for Assigned 

Names and Numbers (ICANN), which is tasked with 

regulating the Internet’s domain names, released 

the list of applicants for new domain suffixes.  Most 

companies applied for short domain names, such as 

Apple’s application for “.apple.”  There was no limit 

on the number of applications a company could sub-

mit, so Amazon applied for 76 domain names and 

Google applied for more than 100 names.  Each ap-

plication cost $185,000.  There were multiple appli-

cations for “.web” and “.tech,” and those will have 

to be resolved among applicants.  Applications were 

predominantly from North America, with 911 appli-

cations, followed by Europe (675 applications), Asia-

Pacific region (303 applications) and only 17 appli-

cations from Africa.  ICANN expects to post the re-

sults of its reviews in the December-January 

timeframe.   

 

ABA SEEKS INPUT ON RULE CHANGE 

DUE TO TECHNOLOGY  

 The American Bar Association (ABA) Commis-

sion on Ethics 20/20 is considering amendments to 

Model Rule 5.5 which addresses unauthorized prac-

tice of law issues, but would like to receive feedback 

http://www.whitehouse.gov/innvoationfellows
http://www.whitehouse.gov/innvoationfellows
http://www.whitehouse.gov/sites/default/files/uploads/2012digital_mem_rel.pdf
http://www.whitehouse.gov/sites/default/files/uploads/2012digital_mem_rel.pdf
http://www.nycbar.org/ethics/ethics-opinions-local/2012opinions/1479-formal-opnions-2012-02
http://www.nycbar.org/ethics/ethics-opinions-local/2012opinions/1479-formal-opnions-2012-02
http://www.nycbar.org/ethics/ethics-opinions-local/2012opinions/1479-formal-opnions-2012-02
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from practitioners.  Traditionally, a lawyer who es-

tablishes a physical presence in another jurisdiction 

has to obtain a license to practice in that jurisdic-

tion, unless the lawyer’s work meets one of the ex-

ceptions. However, the proliferation of lawyers’ use 

of technology has raised questions about the mean-

ing of the Rule’s “systematic and continuous pres-

ence.” As the Commission’s issues paper states, “…

technology now enables lawyers to be physically pre-

sent in one jurisdiction, yet have a substantial virtu-

al practice in another.  The problem is that it is not 

always clear when the virtual practice in a jurisdic-

tion is sufficiently ‘systematic and continuous’ to 

require a license in that jurisdiction.”  Lawyers wish-

ing to comment on the issue should contact Natalie 

Vera, senior research paralegal, at Na-

talie.vera@americanbar.org. 

        

LEGISLATIVE NEWS 

 

Child Identity Theft 

 MARYLAND.  On May 2, Governor Martin 

O’Malley signed HB 555 into law, a bill that would 

allow a parent or guardian to place a security freeze 

on a minor child’s consumer credit report.  Maryland 

is the first state to enact such legislation.  The bill 

has been chaptered as Chapter 209. 

 

Employer, School Requests for Social 

Media IDs 

 NEW JERSEY.  On May 10, the New Jersey 

Assembly Consumer Affairs Committee passed two 

measures related to privacy of social media ac-

counts.  A2878 would prohibit an employer from re-

quiring a current or prospective employee to dis-

close his or her user name or password or in any 

other way provide the employer access to an online 

personal account.  The bill would also authorize the 

imposition of civil penalties of $1,000 for the first 

violation and $2,500 for each subsequent violation, 

as well as a private civil suit for injunctive relief and 

damages, including reasonable attorney’s fees and 

costs.  A 2879 would prohibit a public or private ed-

ucational institution from requiring a student or ap-

plicant to provide a user name or password or dis-

close any other means of access to a private online 

account.  It would also provide for a private civil suit 

for injunctive relief and damages, including reasona-

ble attorney’s fees and costs. 

 

Possession of Child Pornography       

 NEW YORK.  On May 9, S 7407 was intro-

duced in the New York legislature, a bill that would 

amend the penal law on the crime of possessing a 

sexual performance by a child to include knowingly 

accessing with intent to view such material.  The leg-

islation would be effective upon enactment.  

 

Internet Gambling 

 NEW JERSEY.  On June 18, the New Jersey 

Assembly Appropriations Committee favorably re-

ported A2578, a bill that would authorize Internet 

gaming at Atlantic City casinos.  Only games offered 

in the casinos would be available online.    

 

Sex Offenders’ Use of Social Media 

 LOUISIANA. On May 31, Louisiana Governor 

Bobby Jindal signed HB 249 into law, requiring sex 

offenders and child molesters with social networking 

pages to include their criminal status in their pro-

files.  The new law, Act No. 385, becomes effective 

on August 1, 2012 and states that he “shall include 

in his profile for the networking website an indica-

tion that he is a sex offender or child predator and 

shall include notice of the crime for which he was 

convicted, the jurisdiction of conviction, a descrip-

tion of his physical characteristics…and his residen-

tial address.” Violators could face imprisonment with 

mailto:Natalie.vera@americanbar.org
mailto:Natalie.vera@americanbar.org
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hard labor for between two to 10 years without pa-

role and a fine of up to $1,000.  A second conviction 

would carry a maximum penalty of imprisonment 

with hard labor for between five and 20 years with-

out parole and a fine of up to $3,000.          

 

NEW PUBLICATIONS ON 

CHILD VICTIMIZATION 
 

Child and Youth Victimization 

“Child and Youth Victimization Known to Police, 

School and Medical Authorities” presents the results 

from the Office of Juvenile Justice and Delinquency 

Prevention’s National Survey of Children’s Exposure 

to Violence regarding authorities’ knowledge of vic-

timization incidents involving children and youth, 

specifically police, school and medical authorities. It 

may be accessed at http://www.ojjdp.gov/

pubs/235394.pdf. 

 

Victimization Analysis Tool   

The Bureau of Justice Systems released the 

“National Crime Victimization Survey Victimization 

Analysis Tool” which allows users to examine 18 

years of National Crime Victimization Survey data on 

violent victimization by select victim, household and 

incident characteristics.  It may be accessed at 

http://www.ncjrs.gov/bjsreleases/nvat.htm. 

 

Victims’ Rights  

VictimLaw is an online database of victims’ 

rights statutes, tribal laws, constitutional amend-

ments, court rules, administrative code provisions 

and case summaries of related court decisions.  It 

may be accessed at http://www.victimlaw.info/. 
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